BEJOINT Privacy Policy
Latest update: Jan 2020
Reminders

Your trust is all-important. Fully aware of the significance of the personal information to you,
we will take the corresponding safety protection measures according to laws and regulations, so as
to ensure your personal information is safe and controllable. In view of the above, Oceanhigh Ltd.
(hereinafter referred to as “BEJOINT” or “we”) formulates this Privacy Policy (hereinafter referred
to as “this Policy” or “this privacy policy”) and hereby kindly reminds you:

This Policy is applicable to all products and services that BEJOINT provides. Where the
products or services of us or affiliated companies (see “Terms and Definitions” for the specific
scope) involve the products or services that BEJOINT provides (e.g. login via BEJOINT account)
without formulating the independent privacy policy, this Policy also applies to such products or
services. Should we and affiliated companies formulate privacy policy separately, the
corresponding products or services shall be governed by such privacy policy.

Before using various products or services that BEJOINT provides, please read through and
fully understand this Policy, particularly for those in bold/underlined in bold. Make sure you use the
products or services after your full understanding and agreement. For any question, opinion or
suggestion about any contents herein, please feel free to contact us through any way possible that
BEJOINT provides.

Part 1 Terms and Definitions

BEJOINT platform: Refers to the mobile client software of exchange platform that we develop
and operate for users’ uploading and sharing original design.

BEJOINT service: Refers to all kinds of services that we provide through BEJOINT platform,
including but not limited to uploading, sharing and exchanging original design on the BEJOINT
platform, participating in online illustration competition and offline activity organized by the
BEJOINT platform and becoming a platform illustrator by signing a contract with the BEJOINT
platform.

Personal information: Refers to various kinds of information, which is recorded in electronic or
other forms, and can be used to recognize the identity of a specific natural person or reflect the
activities of a specific natural person, either independently or through combination with other
information.

Personal sensitive information: Refers to the personal information including identity certificate
No., personal biometric information, bank account, property information, whereabouts, transaction
information and information about children at and under 14 (inclusive) (we will mark the specific
personal sensitive information in bold in this Policy).

Personal information deletion: Means removing personal information from the system
involving daily business function, so that the information will not be retrieved or accessed.

Children: Refer to minors under the age of 14.

The definitions herein have the same meanings with those in BEJOINT User Service
Agreement, unless otherwise agreed.

Part 2 Privacy Policy

By learning this Policy, you will know,

1. Information Collection and Use

I1. Information Sharing, Transferring and Disclosure
I11. Information Protection



IV. Information Management

V. Treatment of Minors’ Information
V1. Global Transfer of Information
VII. Update of This Policy

VIII. Contacts

I. Information Collection and Use

For your use of our products and/or services, we need/may need to collect and use your
information, including the following two types:

1. To realize the basic function of providing our products and/or services for you, you need to
authorize us to collect and use necessary information. Otherwise, you will be disqualified from
using our products and/or services normally.

2. To realize the additional function of providing our products and/or services for you, you
may authorize us to collect and use information. Otherwise, you will be disqualified from using
relevant additional function or unable to achieve the functional effect we expect, which, however,
does not affect your normal use of the basic function of our products and/or services.

You shall understand and agree:

1. We are devoted to creating products and services as diversified as possible to meet your
demand. In consideration of the varieties of products and services and the difference of
products/services that different users choose, the basic/additional functions and type and scope of
personal information collected and used may vary accordingly. Please refer to the specific
products/services.

2. For the purpose of bringing you better products and service experience, we keep improving
our_technology, and thereupon, launch new or optimized functions from time to time; for the
purpose above, we may collect and use the new personal information or change the purpose or
mode of personal information use. For that reason, we will explain to you the collection purpose
and scope of and how we use the corresponding information by the means (e.g. update of this
Policy, popup window and page prompt) and provide the approach by which you can approve the
use independently. We will collect and use the information after obtaining your expressed consent.
For any question, opinion or suggestion in the process, please feel free to contact us through any
way possible that BEJIONT provides. We will give an answer ASAP!

We will collect and use your personal information, to realize the following functions under this
Policy:

(1) Help you become our member

1. We divide BEJOINT users into different types based on user permissions. Upon filling in all
the information according to registration page prompt, such as your correct registered email,
password, name, mobile phone number, etc., reading and agreeing on the user agreement and
finishing all registration procedures, you can obtain a BEJOINT platform account and become
BEJOINT user, who is able to get access to the basic permissions for using the BEJOINT platform
thereafter.

In case of using any of our services in need of verification prior to use (e.g. uploading), you
shall go through verification procedure according to our relevant rules. You will enjoy relevant
service permission after passing the BEJOINT platform review.

2. Login authorization: We may share your account information (portrait, nick name, etc. in
page prompt) with a third party upon your approval, so that you could make registration or login via
a third-party account easily. We may also acquire your third-party account information from the
third party based on your authorization and bind with your BEJOINT platform, so that you could
log in and use our products and/or services directly through the third-party account. We will use
your relevant information within the scope that you authorize.



3. Account information exhibition: Should you have already had a BEJOINT platform account,
we may display your information as said above in BEJOINT platform service, including your
personal information through the BEJOINT platform centrally. You may choose not to fill in
relevant information (e.q. region and introduction) and/or upload portrait while registering, but you
have explicitly known that your user nick name, uploaded portrait and the region and introduction
stated therein will be displayed on the BEJOINT platform. We respect all your choices regarding
the settings on the BEJOINT platform services and account.

(i) Provide works exhibition information for you

When you get access to our services, we may collect your use status automatically and store it
as network log information, so as to recognize account abnormality and provide you with page
exhibition and search result meeting your demand more, including:

Device information: We will receive and record relevant information of the device you use
(including software and hardware characteristic information such as device model, operating system
version, device setting, UDID, device environment and mobile APP list) and relevant information
of device location (including sensor information that you authorize, such as GPS location, WLAN
access point , Bluetooth and base station) according to your specific operating status in software
installation and/or use.

Service log information: While you are using the services that our website or client provides,
we will collect the use details of our services automatically and save them as service log, including
browse, click to view, search query, follow, comment, information release, IP address, browser type,
telecom operator, use language and visit date and time.

Important: Individual device information and service log information cannot be used to
recognize the specific natural person. Where we combine this kind of non-personal information
with other information to recognize the identity of specific natural person or use it together with
personal information, such kind of non-personal information shall be deemed as personal
information during the combination, and we will anonymize and de-identify the information, unless
otherwise authorized by you or specified by laws and regulations.

To provide you more convenient information exhibition, search and push services that better
meet your personalized demand, we will extract your preference characteristics based on your
device information and the use information you browse using BEJOINT client and develop indirect
group portrait based on the characteristic label so as to exhibit and push information, activity and
possible commercial advertisement.

We try to guarantee your browse experience. You can unsubscribe or close our services if
unwilling to receive the commercial advertisement we send to you.

In addition, we may also use your information above in order to improve and optimize the
above functions constantly.

(ii1) Provide “follow, rating, comment and share” functions for you

While browsing our client, you can give rating on or leave a message for the works you are
interested in, establish “follow” relationship with other members you show interest in and share
information with a third party through our functional components. During your use of the above
functions, we will collect service log information including your rating, comment, follow
relationship and sharing history, to realize the above function and other purpose we explicitly
inform.

(iv) Help you release dynamics through the BEJOINT platform

Once you meet our employment requirements for illustrator and become an illustrator
recognized by the BEJOINT platform after the definite operating steps, you can, within the scope
permitted by us, release your dynamics and share your works through BEJOINT. BEJIONT has the



right, while you use the above functions, to exhibit your uploaded contents to unspecific users all
over the world through our services, and you shall authorize BEJOINT to spread and use your
uploaded contents only for the purpose of promoting the BEJOINT platform on the basis of author’s
signature. We commit that we will not modify or use your works for profit-earning directly or trade
them without your consent.

(v) Provide public information release function (e.g. comment) for you

You can publicly release information through the information release functions we provide
(e.g. comment) and we may judge whether you can get access to the corresponding functional
permission according to your membership type and network log information.

Important: The information you publicly release may involve personal information of you and
others and even personal sensitive information. Please think more carefully whether to share and
even publicly share relevant information before using our services. If the information you publicly
release involves children’s personal information, you shall obtain the approval of their guardians
prior to the release.

(vi) Provide safety guarantee for you

In order to improve the safety for the use of our services, protect you or other users or the
public from personal and property damage, prevent safety risks (e.g. phishing site, fraud, network
vulnerability, computer virus, network attack and Internet intrusion) better and recognize the
circumstance in violation of laws and regulations or relevant agreement rules of BEJOINT, we will
embed the application security SDK developed by our affiliated companies to collect your device
information and service log information. We also may use or integrate your membership
information, device information, service log information and the information that our affiliated
companies and partners obtain or share according to laws, to judge your account risk
comprehensively, verify and test the identity and prevent safety event and take necessary records,
audit, analysis and disposal actions by laws.

(vii) Others

1. If the information you provide contains the personal information of other users, please DO
make sure you have obtained the legitimate authorization. In case of any children’s personal
information therein, you shall obtain the corresponding guardian’s approval ahead of the release.
Under the case stated above, the guardian has the right to contact us through the channel described
in_Article 8 herein to request correcting or deleting the contents involving children’s personal
information.

2. We will obtain your approval before using your information for other purposes not
mentioned herein, using the information collected for designated purpose or for other purpose or
obtaining your personal information from a third party actively.

Should we obtain your information indirectly from a third party, we will raise an explicit
written request to the third party to collect the personal information after obtaining your approval
according to laws and notify you of the information contents to be shared in advance; if, however,
there is any sensitive information, the third party shall obtain your definite confirmation ahead of
the provision. The third party shall also make commitments on the legitimacy and compliance of
personal information source. In case that the third party violates the provisions hereof, we will raise
an explicit request to the opposite party to bear the corresponding legal liabilities arising therefrom.
Meanwhile, our professional safety team will reinforce the security for personal information
(including report, encrypted storage, access control, etc. of sensitive information). We will protect
the indirectly obtained personal information by taking protection means and measures not lower
than those for user’s personal information.

3. Exceptions of Authorization




You need to fully understand and agree: We can collect and use your personal information
without your authorization, and may refuse to respond to your request on correction/modification,
deletion, cancellation, withdrawal of consent and information claim in the following cases:

(1) Information involving national safety and national defense security;

(2) Information involving public safety and health and major public interests;

(3) Information involving judicial or administrative enforcement (e.g. crime detection,
prosecution, trial and execution of judgment);

(4) Information that we must use for the sake of your and others’ significant legitimate rights
and interests (e.g. life and property) although you hardly approve our use;

(5) Personal information you disclose to the public actively;

(6) Personal information collected from the information legally disclosed through the channels
(e.g. legitimate news report and government information publicity);

(7) Information required for signing and performing relevant agreement or other written
documents;

(8) Information for maintaining the operation safety and stability of the products/services
provided, e.g. discovering and disposing products and/or service failure;

(9) Information required for legitimate news report;

(10) Information required by academic research institution’s statistics or academic research
based on public interests on the basis of de-identifying the personal information contained in the
outcome when offering academic research to external parties or describing the outcome;

(11) Other circumstances specified by laws and regulations.

Important: Where we process your personal information by necessary means (e.g. technical
measures) according to applicable laws so that the data receiver is unable to re-identify and restore
specific_person, or we may also study, make statistical analysis and predict the information
collected through de-identification to improve BEJOINT’s contents and layout, provide support for
commercial decisions and improve our services (including using anonymous data for machine
learning or model algorithm training), we can use the processed data without sending you a prior
notice and asking for your consent.

4. Should we stop running the BEJOINT platform services, we will stop collecting your
personal information in time, notify you of the operation stop one by one or in the form of
announcement and delete and anonymize the business shutdown-related personal information we
hold. For the children’s personal information contained therein, if any, we will send a notice on
operation stop to their corresponding guardian in time.

I1. Information Sharing, Transferring and Disclosure

(i) Sharing

We DO never share your personal information with any companies, organizations or
individuals, except for the circumstances set forth below:

1. Sharing under legitimate circumstance: We may share your personal information according
to laws and regulations, and based on the demands of litigation and dispute resolution or the
administrative and judiciary authorities’ requirements.

2. Sharing after acquiring your explicit consent: We will not share your personal information
with other parties without your explicit consent.

(ii) Transfer

We will not transfer your personal information to any company, organization or individual,
except for the cases set forth below:

1. Transfer with your explicit consent: We will transfer your personal information to other
parties after obtaining your explicit consent;

2. In case of personal information transfer once BEJOINT service provider is subjected to
merger, acquisition or bankruptcy liquidation or other circumstances involving merger, acquisition



or bankruptcy liquidation, we will request the new company or organization holding your personal
information to accept the constraint of this Policy; otherwise, we will request the company,
organization or individual to ask for authorization and consent again to you.

(iii) Public disclosure

We publicly disclose your personal information only in any of the following cases:

1. We may publicly disclose your personal information with your explicit consent or active
choice;

2._Upon confirming you have violated laws and regulations or seriously breached the relevant
agreement and rules of the platform or for the purpose of protecting the BEJOINT platform users’
or the public’ personal and property from being damaged, we may disclose your personal
information according to laws and regulations or with your consent, including relevant
nonperformance and measures that BEJOINT has taken against you.

(iv) Exceptions of authorization ahead of sharing, transfer and public disclosure of personal
information

We may not obtain your authorization prior to sharing, transfer or public disclosure of your
personal information in any of the following cases:

1. Information involving national safety and national defense security;

2. Information involving public safety and health and major public interests;

3. Information involving judicial or administrative enforcement (e.g. crime detection,
prosecution, trial and execution of judgment);

4. Information that we must use for the sake of your and others’ significant legitimate rights
and interests (e.g. life and property) although you hardly approve our use;

5. Personal information you disclose to the public actively;

6. Personal information collected from the information legally disclosed through the channels
(e.g. legitimate news report and government information publicity);

Important: Where we process your personal information by necessary means (e.g. technical
measures) according to applicable laws so that the_data receiver is unable to re-identify and restore
specific person, we can share, transfer and publicly disclose the processed data without sending you
a prior notice and asking for your consent.

[11. Information Protection

(i) We have adopted reasonable and feasible safety protection measures meeting industry
standards, so as to avoid unauthorized access, public disclosure, use, modification, damage or loss
of the personal information. For example, data exchange between your browser and server is under
SSL protocol encryption protection. We will use encryption technology to improve the safety of
personal information; trusted protection mechanism to avoid personal information suffering hostile
attack; deploy access control mechanism to try to make sure only authorized personnel could access
personal information; offer safety and privacy protection training courses to enhance employees’
awareness on significance of personal information.

Our specially assigned personnel are responsible for protecting children’s personal information
and setting information access permission strictly. We minimize the working staff that may get
access to children’s personal information and take technical measures to record and control the
behavior of workers processing children’s personal information, for fear of illegally duplicating and
downloading the information.

(i) We will take reasonable and feasible actions to avoid collecting irrelevant personal
information as far as possible. We only reserve your personal information within the period
necessary for reaching the purpose as described herein, unless otherwise compulsively specified by
laws and requlations.

Upon the expiration of retention period of personal information, we will delete your personal
information according to applicable laws or anonymize it.




(iii) Internet is not an absolute safe environment, so you are highly suggested not to send your
personal information by the communication means not recommended by the BEJOINT platform
whiling using services that the platform provides. You can establish relationship and share to each
other through our services. While using our services to create exchange, transaction or share, you
can select the object to communicate, trade or share independently as a third party who can view
your relevant information (e.g. transaction contents, contacts, exchange information or shared
contents).

Important: The information you voluntarily share and even publicly share while using our
services may involve personal information of you and others and even personal sensitive
information. Please think more carefully whether to share and even publicly share relevant
information while using our services.

Please set a complex password to assist us in ensuring your account safety. We will try to
ensure the safety of any information you send to us. Where the information is accessed without
authorization or disclosed publicly or is tampered or destroyed due to damage of our physical,
technical or management protection facilities, impairing your legitimate rights and interests, we
shall bear corresponding legal liability thus caused.

(iv) For a safety accident of personal information, we will notify you of the contents set forth
below according to laws and regulations: Basic information and possible influence of the safety
accident, disposal measures we have or will adopt, suggestions on your risk prevention and
reduction and remedial measures offered to you. We will notify you of relevant information about
the accidents by such means as email, letter, phone and push notice. We will make announcement
reasonably and effectively if we could hardly notify all personal information subjects one by one.

According to the existing emergency plan against children’s information safety accident, we
organize relevant internal employees to participate in emergency response training and emergency
drill regularly, so that they could master the post responsibilities and emergency disposal strategies
and regulations. In case of a safety accident regarding children’s personal information, we shall
notify the corresponding guardian in time according to laws and regulations: Basic information and
influence that safety accident may bring, disposal measures we have or will adopt, suggestions to
children and their guardians about autonomous prevention and risk reduction and remedial
measures offered to children and their guardians. We will notify children and their guardians of
relevant accident information in time by APP push notification, email/SMS, etc. If unable to notify
them one by one, we will release relevant warning information by reasonable and effective means.
Meanwhile, we will also escalate the disposal of safety accident of children’s personal information
actively according to supervision department’s requirements and bear the corresponding legal
liability according to laws for any damage of children’s and their guardians’ legitimate rights and
interests.

In the meantime, we will escalate the disposal of personal information safety accident
according to supervision department’s requirements.

IV. Information Management
You can access and manage your information by the means set forth below:

(i) Inquire, correct and supplement your information:

You have the right to inquire, correct or supplement your information as per the steps set forth
below:

Log in mobile BEJOINT client, enter “Mine - Edit personal information” to inquire, correct or
supplement the information such as nick name, sex and location;

(ii) Delete your information
You can delete part of your information as per the steps listed in “(i) Inquire, correct and
supplement your information”:



You can request us to delete your personal information in any of the following cases:

1. We process your personal information in violation of laws and regulations;

2. We collect or use your personal information without your explicit consent;

3. We process personal information in violation of your agreement seriously;

4. You do not use our products or services any longer or cancel account actively; or

5. We will no longer provide products or services for you permanently.

In case of deciding to respond to your deletion request, we will also try to notify the subjects
that have obtained your personal information from us and request them to delete the information in
time (unless otherwise agreed by laws or the subjects have obtained your authorization).

As we may probably be unable to delete the corresponding information from backup system
immediately owning to applicable laws and safety technology after you delete relevant information
either independently or with our assistance, we will store your personal information properly and
further process and isolate it, until we could remove the information from backups or anonymize it.

(iii) Change scope of your authorization

Every business function cannot be realized without some basic personal information (see Part
1 herein). Besides, you can withdraw your authorization. Upon your withdrawal, we will not
process the corresponding personal information any longer,_but your decision of withdrawal does
not affect the personal information processed based on your authorization.

(iv) Cancel your account

You can apply to cancel your account. We will stop providing products or services and delete
or anonymize your personal information according to applicable laws after you cancel account
actively.

(v) Respond to your above request

For the sake of safety, you may need to provide written request or testify your identity by other
means. We may request you to verify your identity first before dealing with your request.

We will send you a reply within 15 days. In principle, we charge no fee for your reasonable
request, but will charge definite fee as appropriate if the request is oft repeated and beyond the
reasonable limit. We may refuse any your request for information not directly related to your entity
or the information with unwarranted repetition, entailing excessive technical means (e.g. developing
a new system or changing the existing practice fundamentally) and bringing risks to others’
legitimate rights and interests or is unrealistic.

We will be unable to respond to your request in any of the following cases:

1. Information involving national safety and national defense security;

2. Information involving public safety and health and major public interests;

3. Information involving crime detection, prosecution, trial and execution of judgment;

4. Full evidence to demonstrate that the subject of personal information has subjective act of
bad faith or abuses rights;

5. Response to your request will seriously impair the legitimate rights and interests of you or

other individual or organization seriously; or

5. Information involving commercial secrets.

V. Treatment of Minors’ Information

Notice for children’s guardian

Children’s guardian should read and agree on the Special Privacy Agreement for Children
when any minor states he/she is a child under 14.

Notice for juvenile’s guardian

Juvenile at 14-18 shall read and agree on the provisions and inform his/her guardian to
read this Policy and contact us for any cancellation or question about our services.



We have acknowledged the special responsibilities for protecting juveniles’ private
information. We hereby urge guardians to guide juvenile not to divulge their own true name,
address or phone to others online.

V1. Global Transfer of Information

We store the personal information collected and developed while operating within the territory
of the People’s Republic of China, except for the circumstances set forth below:

1. Explicit provisions of applicable laws;

2. Obtain your explicit authorization;

3. Individual active behaviors (e.g. Internet cross-border transaction).

Oriented to the above circumstances, we hereby commit to protect your personal information
as much as we could according to this Policy.

V1. Update of This Policy

We may change this Policy.

We do not restrict your rights according to this Policy without your explicit consent, and will
release any change to this Policy on a special page.

We will also send more obvious notice in case of a major change, including notifying you in
the form of publicity and even providing popup window for you.

The major change as mentioned herein includes but is not limited to:

1. Significant change of our service mode, e.g. processing purpose, type of personal
information processed and use mode of personal information;

2. Substantial change in the such aspects as control power, e.g. change of information
controller arising out of M&A and reorganization;

3. Change of main object for personal information sharing, transfer or public disclosure;

4. Substantial change of your rights of participating in personal information processing and
exercising mode;

5. Change of our departments in charge of personal information safety, contacts and complaint
channel,

6. High risks shown in impact assessment report of personal information safety.

VIII. Contacts

Please feel free to contact us through any way possible set forth below. We will send you a
reply within 15 days:

1. If any question, opinion or suggestion about any contents of this Policy or children’s
personal information, please feel free to contact us:

2. Complain to us about any divulging of personal information;

3. Contact our special department for personal information protection through
sayhi@bejoint.com.

If you are dissatisfied with our reply, particularly when you do believe our processing for
personal information impairs your legitimate rights and interests, you can file a lawsuit to court with
right of jurisdiction at the defendant’s site.
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